ISA Ireland Section OT Cybersecurity Conference 2025

OT Resilience: Incident Prevention, Response, and Recovery

‘A real-world view of OT Security programmes
in challenging times’

George James

Enterprise Architect for Operational Technology
National Gas
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WHAT IS OPERATIONALTECHNOLOGY

The INVISIBLE
foundation
supporting critical
industries worldwide

EMERGENCY ™ [
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CONSEQUENCES

Operational
Technology Cyber
Security is not just
about a technical
system.
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SAFETY & CYBER SECURITY

CYBER
SECURITY SAFETY

“Cyber Security and
Safety hand in hand”

“Shift Left”’ s Cyber I1'f.-'.11-_-r.

Engineering
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IT, OT DIVISION
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impact collaboration 1 4
between IT and OT 'y
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KNOWLEDGE &ATTITUDE

IT WILL NEVER
HAPPEN TO US

“The first step to
solving any problem
Is to acknowledge
there is one”’
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THE DEVIL IS INTHE DETAIL

““Those who do not know the conditions
of the mountains, forests, high and
dangerous grounds, defiles, marshes, and
swamps cannot engage in the march of
the army.Without the use of local guides,
we cannot benefit from the advantages
of the ground.”

Sun Tzu -Art of War
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PRIORITIES

‘“We all need to start
somewhere”’

“We can’t do everything”
‘“Minimal Viable Product”

‘“Concentrate on the critical’’

“This needs to be finished by....”
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PURDUE...

‘““Everyone seems to have a
somewhat different view... and

there is better

IEC 62443 OVERVIEW

An international cybersecurity standard for Industrial Autemation and Contral Systems},

£\ PRINCIPLES

Risk-Based Approach

Security measures Lailored to assesseed risks

Lifecycle Integration
Security embedded from design to decorrmissicn-
Stakeholder Roles
Asser Cwners, System Integrators. Preduct Suppliers

Zones & Conduits Segmen-
tation for layered defense

SECURITY LEVELS (5L}
50 0 Nosecurity

SL 1 Accidental incidents

SL 2 Basic intentional hacking
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Policies & Procedures
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Systemn. patch management. vendor requi-

System Requirements
1EC 62443-3-% Risk 2ssessment mdeling
security levels (SL G-41

| Component Requirements
| | Secure proguct development lifecyeele
- Technical security requirements

Web Server
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Level 4: Enterprise System
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AT A DISADVANTAGE....

SECURITY TEAM ROLES

‘“Be ethical and don’t

break anything TEAM
Offensive Defensive Oversight Collaborative
Simulate attacks Detect, prevent, Govern and Bridge Red & Blue
to find and respond monitor for continuous
weaknesses to threats exercises improvement
I [
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OVERLOAD

Threats everywhere!

IsitIT,is it OT?

So many vulnerabilities!
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MORE COMPLEX

“Attacked by Al”

“Encrypted Data Accessible”

CONVERGENCE

' QUANTUM |
“loT, Soft PLCs” o il / COMPUTING @ OF DEVICES
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THE CHALLENGE IS DAUNTING
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UNDERSTAND THE ENVIRONMENT

Threat actors will learn 1 Y
the environment in =
>

detail, so must we. N
P 0

[y
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POLICIES AND STANDARDS ARE NOT SHELFWARE

POLICIES & STANDARDS

We have the rules, but do we
know them?

Do we apply them?

Do we update them?
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REALWORLD THREAT MODELING

AUTOMATED CYBER THREAT

m MODELLING

We need to find the @
weaknesses before they \J
do!
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RECOVERY

AIR-GAPPED BACKUP

Don’t assume the
system can be recovered,
make sure that it can.

Know how long it will
take, in the event of a
cyber attack.
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ACHIEVE A DEEP UNDERSTANDING

‘ CYBERSECURITY SITUATIONAL
If you know the enemy and know AWARENESS |

yourself, you need not fear the result
of a hundred battles. If you know
yourself but not the enemy, for every
victory gained you will also suffer a
defeat. If you know neither the enemy
nor yourself, you will succumb in every
battle.”

SunTzu —-The Art of War
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THE REAL ENEMY IS OURSELVES

ABUNDANCE OF CAUTION

We are often our own
worst enemy, but
knowledge can help us
avoid the greatest

consequences.
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THANK YOU
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