ISA Ireland Section - Top Cybersecurity OT Links — October 2023

Industrials the No. 1 Most Targeted

Summary

Report on the alarming statistic of the industrial sector being the primary target for

! Sector for Ransomware Attacks ransomware attacks in June. Read More

5 ISA Urges Reliance on Highlights ISA's call for industry reliance on standardization and training to
Standardization and Training advance cybersecurity in industrial settings. Read More

. . Details of a cyberattack that halted radio communications on Polish trains,
3 Polish Rail Network Attack highlighting vulnerabilities in transportation systems. Read More
. e Microsoft's report on high-severity vulnerabilities in Codesys V3 SDK, discussing
Vul |
4| Codesys Security Vulnerabilities potential risks of remote code execution or denial of service. Read More
5 ISA Launches Podomation, Introduction to ISA's new podcast, Podomation, emphasizing discussions on
automation and cybersecurity. Read More

6 PLC security: Keep it in Running Secure Allen Bradley PLC's by putting them into run mode so that you can easily
Mode. secure PLC's from being edited if accessed during an attack. Read More

7 UK Military Data attached through Report on a security breach involving UK military data accessed through a
Fencing Firm's Windows 7 Rig Windows 7 system managed by a high-security fencing firm. Read More

8 Announcing MITRE Caldera™ for Announcement of MITRE Caldera™ for OT, highlighting its significance for
oT! operational technology security. Read More

9 Industry loT Consortium and ISA Information on updates to the loT Security Maturity Model and its relevance for
Update loT Security Maturity Model | various stakeholders in industrial cybersecurity. Read More

10 Radiflow and CyCraft Join Forces to | An announcement of a collaboration between Radiflow and CyCraft to advance OT
Revolutionize OT Cybersecurity cybersecurity detection and response capabilities. Read More

If you would like to contribute any topics for next month’s OT cybersecurity news, please email cybernews@isa.ie.
For all the latest OT cybersecurity news, visit the ISA Ireland website!
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Advancing OT cybersecurity in your control and automation systems
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